
Preparation Doesn’t Start on Game Day: 

Program Design and Assessment Development 

Processes that Enhance Security
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Security is all about preparation. . . .
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Cheating Threats
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Test Theft Threats



Categories of Consideration:

Design
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• Linear Fixed-Form (Alternate Forms)

• Bank-Based Testing

• Linear On-the-Fly Testing

• Computer Adaptive Testing

Categories of Consideration (Design)
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Characteristics That Increase Security

• Lack of predictability of administered exam form enhances security

• Decreases ability try to compare answers following the exam administration

• Reduces item exposure on examination re-takes

Business Considerations

• Requires less investment than bank-based exams

• Can be administered across both paper and CBT modes

• Less secure than designs that provide for controls on item exposure and 

thorough utilization of items in a large bank

• Regular replacement of forms is required to reduce item exposure

Linear Fixed-Form (Alternative Forms)
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Characteristics That Increase Security

• Item exposure is more broadly spread across a larger group of items

• Item shelf-life increases as exposure of each item is reduced

• Reduced likelihood for test-takers to memorize items that will be useful or 

impactful to them other test-takers in future administrations

Business Considerations

• Increased shelf life provides an increased ROI per item

• Requires a larger item pool than a linear fixed form model. 

• Typically suggested that a LOFT pool be, at a minimum, 10 times larger 

than the number of items delivered per form. 

Linear-on-the-Fly Testing (LOFT)
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Business Considerations (continued)

• Large item banks have cost implications

• LOFT is a more psychometrically complex design to implement, manage, and 

oversee

• Ensuring design is properly functioning in delivery system is more complex

• Verifying technical details is more complex and requires different staffing and 

longer development and implementation

• Content balancing

• Item selection

• Item exposure controls

• Scoring

Linear-on-the-Fly Testing (LOFT)
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Characteristics That Increase Security

• Greatly reduces item exposure as test-takers typically receive different and 

fewer items

• Balances items and selects equivalent items with decreased exposure

Business Considerations

• CAT is generally used with large assessment programs due to:

• Robust item banks required 

• More complicated test drivers needed

Computer Adaptive Testing (CAT)



Categories of Consideration:

Delivery
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Delivery Mode

• Paper-Based

• Computer-Based

• CBT Delivery (Server-Based)

• CBT Delivery (Application-Based)

• Internet-Based Testing

• Brick-and-Mortar

• Live Online Proctoring

• Remote Proctoring

Categories of Consideration: Delivery



Categories of Consideration:

Presentation (Randomization)
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Fixed Form Presentation (Randomization)
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Randomization (Security Pros and Cons)

Characteristics That Increase Security

• Increased randomization = increased unique experience per 

test taker

• Answer key order cannot be memorized independently from the 

content

Business Considerations

• Any time that items are presented in a differing order, there is 

potential for item order effects

• To date, however, random presentation of content (during the 

exam) generally does not seem to be excessively disruptive to a 

test-taker and/or to have any significant impact on the ability to 

demonstrate proficiency



Categories of Consideration:

Development Targets
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Exam/Item Bank Ratio

• Exam Design (Form-Based, Bank-Based)

• Number of Items per Form/Test Event

• Administration Windows/On-Demand Testing

• Retake Policies 

• Number of allowed retakes

• Duration required between retakes

• Item Retirement Policies

Development Targets



Categories of Consideration:

Publication Schedules
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Exam Publication Schedules

• The number of times an item is seen has a direct impact on its 

ability to discriminate between qualified and non-qualified test-

takers. 

• Increasing publication of unique exam forms limits the 

likelihood that the test-taker see items in future administrations 

• More frequent publication reduces the performance advantage 

that may be obtained with the use of inappropriate preparation 

materials or taking the exam multiple times.

Publication Schedules/Administration Window



Categories of Consideration:

Candidate Policies
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Retake Policies

• Number of retakes allowed

• Span of time required between retakes

Item Retirement/Exam Retirement Policies (Reuse Policies)

• Number of exposures prior to retirement

• Presentation rules in sequential administration windows

Release of Item Content

• Volume of item content released

• Timeframe for content release

Program Considerations



How can you prepare before game 

day?
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• Design

• Delivery

• Presentation

• Development Targets

• Publication Schedules

• Candidate Policies

Game Day Checklist



Questions?


